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ABSTRACT

ARTICLE HISTORY

The growing centrality of cybersecurity has led many governments
and international organisations to focus on building the capacity of
nations to withstand threats to the public and its digital resources.
These initiatives entail a range of actions that vary from education
and training to technology and related standards, as well as new
legal and policy frameworks. While eﬀorts to proactively address
security problems seem intuitively valuable, they are new,
meaning there is relatively little research on whether they
achieve their intended objectives. This paper takes a crossnational comparative approach to determine whether there is
empirical support for investing in capacity-building. Marshalling
ﬁeld research from 73 nations, the comparative data analysis: (1)
describes the status of capacity-building across the nations; (2)
determines the impact of capacity-building when controlling for
other key contextual variables that might provide alternative
explanations for key outcomes and (3) explores the factors that
are shaping national advances in capacity-building. The analysis
ﬁnds a low, formative status of cybersecurity capacity in most of
the nations studied and also shows that relatively higher levels of
maturity translate into positive outcomes for nations. The study
provides empirical support to international eﬀorts aimed at
building cybersecurity capacity.
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Introduction
The global diﬀusion and growing centrality of information and communication technologies (ICTs) have raised concerns over the security of digital devices, data, networks, platforms and ICT services – what has been broadly referred to as digital security or
‘cybersecurity’. While literally hundreds of deﬁnitions of cybersecurity have been
oﬀered (Maurer and Morgus 2014), the telecommunications sector of the ITU composed
an early and widely accepted deﬁnition of cybersecurity as ‘the collection of tools, policies, security concepts, security safeguards, guidelines, risk management approaches,
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actions, training, best practices, assurance and technologies that can be used to protect
the cyber environment and organisation, and user’s assets’ (ITU-T 2008, 2). In this broad
sense, cybersecurity is an objective of all nations. That said, how can nations develop policies and practices to protect it?
An increasingly credible approach to this issue is building greater cybersecurity
capacity, which entails ‘the technologies, processes, and policies that help to prevent
and/or reduce the negative impact of events in cyberspace that can happen as the
result of deliberate actions against information technology by a hostile or malevolent
actor’ (Clark, Berson and Lin 2014, 9). The question then becomes whether capacity-building matters, which is the focus of this study.
Security issues are not new. However, in the early years of computing, ‘computer security’
was addressed in most circumstances by an organisation’s information technology (IT) team,
which often had the expertise and facilities to secure physical and electronic access to computing equipment and services within their organisation. As computing has moved toward
‘resource-sharing systems’ that allow many people to use the same system, security issues
have become more complex (Ware 1970, xv). With the growing use of such systems tied to
increasingly critical functions, and connected to the internet, responsibility for security has
moved well beyond the reach of any single organisation’s IT team. It can involve a diverse
range of institutions and individuals across the world, including over four and a half billion
internet-users, representing over half the world’s population. Moreover, approaches to security are no longer as predominately technical, since they increasingly involve law and policy as
well as the skills and practices of users, shaped by the diversity of cultures and societies online
and around the world. Also, as the internet has become more central to everyday life and
work, there is an increased recognition that security cannot simply be a reaction to problems,
but should be anticipating security problems to increase resilience when they occur.
This increasing focus on the proactive role of multiple actors in providing a more
secure and resilient system of digital technologies and services has become centred on
initiatives to build ‘cybersecurity capacity’ (Baram et al. 2017; Cohen 2017). There are multiple perspectives on how best to enhance cybersecurity capacity, which has led to several
diﬀerent approaches in industry and academia, often based on prescriptive models for
identifying the basic elements involved in building cybersecurity capacity. These
models provide a basis for assessing the capacity of nations.
Reviews of nations that are based on these prescriptive models of cybersecurity
capacity are designed to enable nations to raise their maturity level, such as by the
identiﬁcation of strengths and weaknesses that enable the prioritisation of investment
in initiatives designed to improve capacity. But do such reviews and the investments
they support pay oﬀ for nations? The expectation is that higher levels of maturity in cybersecurity capacity-building will result in concrete social and economic beneﬁts for nations,
such as in increased use of the internet in households, government and business. Critically
assessing this expectation is the key focus of this analysis.
This analysis of the impact of cybersecurity capacity-building is anchored in data collected by one of the largest projects established to gauge the cybersecurity capacity of
nations – Oxford’s Global Cyber Security Capacity Centre (GCSCC). Its Cyber Security
Capacity Maturity Model (CMM) provides a basis for a growing set of national reviews,
gauging the maturity of capacity-building in over 70 nations. While the reviews are conducted to guide further development of capacity in each nation, the ﬁeld research data
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collected for these reviews also yields original data on the present state of cybersecurity
capacity-building in each of the countries reviewed. This paper employs this ﬁeld research
data to develop an indicator of capacity, what we call a cybersecurity capacity scale that
we then use to examine the impact of capacity-building, and the set of factors shaping
national capacity-building, such as the wealth of nations.

Studies of capacity-building
Cybersecurity capacity-building is a relatively new area for research. Major initiatives
include the development of a Cyber Readiness Index designed to ‘evaluate a country’s
maturity and commitment to cybersecurity’ (Spidalieri 2015, 4) and an approach developed by the Belfer Center for Science and International Aﬀairs at the Harvard Kennedy
School (Hathaway 2013), which has been applied to US states and in nations outside
the USA. The National Institute of Standards and Technology (NIST) has developed a
NIST Cyber Security Framework (Almuhammadi and Alsaleh 2017). Fully a dozen frameworks have been developed and reviewed (Azmi, Tibben and Winn 2018).
Measuring cybersecurity capacity-building eﬀorts in a nation involves experts from
many diﬀerent disciplines, sectors and specialisations. Bringing these individuals together
and ﬁnding measures or indicators they agree upon is one of the many challenges to
assessing capacity. Given such challenges to any cybersecurity assessment initiative,
there have been a limited number of reviews of capacity initiatives (Table 1). These initiatives use diﬀerent frameworks, models, indices and tools to measure diﬀerent issues
related to cybersecurity, and they diﬀer as well on the sample of countries, the methodologies they employ, and the availability of their outcomes.
The relatively recent advent of cybersecurity frameworks has led to a lack of systematic
empirical research on the actual impact of cybersecurity capacity-building. Research has
also been inhibited by the inherent diﬃculty of developing reliable indicators of cybersecurity capacity (Rosenzweig 2019) and its impact, given the many factors involved in
cybersecurity and the reluctance of organisations to share such information (Solove
and Citron 2017). An exception is a study by Makridis and Smeets (2019) of the role of
institutional threats and returns in shaping changes in cyber readiness, which ﬁnds no signiﬁcant relationship between factors such as wealth (GDP) and shifts over time in cyberreadiness indexes. They found that ‘states that have more resources available to allocate
are not at a systematic advantage in their cybersecurity investments.’ (Makridis and
Smeets 2019, 1). This suggests there are other factors beyond available resources that
drive priorities in cybersecurity capacity-building.

The Oxford project on cybersecurity capacity-building
To develop empirical indicators for informing nations and comparative research, the
Global Cyber Security Capacity Centre (GCSC) at Oxford University developed one of
the earliest models of what is entailed in achieving diﬀerent levels of maturity in
capacity-building – the Cybersecurity Maturity Model (CMM). This was ﬁrst published in
late 2014 and has been systematically revised and reﬁned since then to accommodate
changes in technology and security issues. The CMM provides a basis for gauging a country’s level of maturity in capacity-building through a systematic review process across
multiple dimensions of cybersecurity (Table 2).
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Table 1. Cybersecurity capacity-building indices, frameworks, tools and other initiatives.
Organisation (year started)

Model/tool

Description

E-Governance Academy (2002)

National Cyber Security Index

Global Forum on Cyber
Expertise (GFCE) (2015)

Global CSIRT Maturity
Framework

International
Telecommunication Union
(ITU) (2014)
MITRE (2014)

Global Cybersecurity Index

Index ‘to measure countries’ preparedness to
prevent cyber threats’ and manage cyber incidents
based on public evidence of legal acts, oﬃcial
documents and oﬃcial websites.a
Maturity model framework to guide national CIRTs
and enhance global cyber incident management
capacity.b
Index to measure countries’ commitment to
cybersecurity based on an online questionnaire.c

National Cyber Strategy
Development and
Implementation
Cybersecurity Capacity
Maturity Model for Nations

Programme to assess cyber capacity-building
through a ﬁeld forum (interviews, seminars or
workshops).d
Oxford’s GCSCC (2015)
Framework to assess countries’ capacity maturity on
ﬁve diﬀerent dimensions crucial to building
cybersecurity based on ﬁeld interviews, focus
groups and desk research.e
Potomac Institute for Policy
Cyber Readiness Index
Index to assess countries’ cyber readiness through
Studies (2015)
indicators based on facts and primary resources
(empirical research and documentation).f
World Bank (WB) (2016)
Combatting Cybercrime
Toolkit for emerging economies to assess their
current capacity and a source of good international
practices to combat cybercrime.g
World Economic Forum (WEF) Networked Readiness Index
Aggregated indicator of the impact of ICT in
(2001)
countries based on the WEF’s Executive Opinion
Survey and data from international organisations
(ITU, WB and UN agencies).h
a
E-Governance Academy, founded in 2002, https://ncsi.ega.ee/methodology/, accessed on 28 April 2020.
b
GFCE, launched through a Hague declaration in 2015, https://thegfce.org/wp-content/uploads/2020/05/
MaturityFrameworkfornationalCSIRTsv1.0_GFCE.pdf, accessed on 21 May 21 2020.
c
ITU, issuing global cybersecurity index since 2014, https://www.itu.int/en/ITU-D/Cybersecurity/Pages/globalcybersecurity-index.aspx, accessed on 28 April 2020.
d
MITRE, a US federallyfunded non-proﬁt has given technical guidance since 1958, https://www.mitre.org/publications/
project-stories/mitre-strengthens-cyber-capacity-of-developing-nations, accessed on 21 May 2020.
e
GCSCC, founded in 2015 https://gcscc.web.ox.ac.uk/the-cmm, accessed on 21 May 2020.
f
Potomac Institute for Policy Studies, started in 2015, https://potomacinstitute.org/images/CRIndex2.0.pdf, accessed on
28 April 2020.
g
WB, the WB global cybersecurity capacity programme funded by the Korea-World Bank Group Partnership Facility
started in 2016 issues the cybercrime reports, http://www.combattingcybercrime.org/, accessed on 21 May 2020.
h
WEF, reports on global information technology issued since 2001, http://www3.weforum.org/docs/GITR2016/GITR_
2016_full%20report_ﬁnal.pdf, accessed on 28 April 2020.

Table 2. CMM dimensions of cybersecurity capacity-building and associated factors.
Dimension
1.
2.
3.
4.
5.

Policy and
strategy
Culture and
society
Knowledgebuilding
Legal and
regulatory
Technology

Factors that deﬁne speciﬁc indicators of capacity-building
National cybersecurity organisation, incident response, critical national infrastructure
protection, emergency preparedness, cyber defence, communications redundancy
Cybersecurity mindset, cybersecurity awareness, conﬁdence and trust online, privacy online
Cyber education, training, boardroom understanding of cybersecurity, skills, research and
development
Legal and regulatory frameworks, criminal justice system, responsible disclosure
Implementation of standards in ICT security, procurement, and software development, internet
infrastructure resilience, cybersecurity products in the marketplace

While initiated at the GCSCC, the development and deployment of the model have
been informed by international expert consultation and collaboration to review and
advise the GCSCC on each aspect of the CMM. As explained in Creese et al. (2021), this
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was part of a strategy to mitigate any risk of imposing an ethnocentric criteria of evaluation. For example, the design of each of its aspects has been informed by international
expert consultation through two reviews of the CMM, the 2016 CMM edition being the
latest review used in this study. Each of the ﬁve dimensions is deﬁned by multiple
factors, resulting in a total of twenty-four factors. The operationalisation of these
factors entails data collection of over 200 indicators that are evaluated in each country
assessment. To mitigate any risk of misinterpretation and ensuring that local knowledge
is embedded in the reviews, the GCSCC review process involves governments and
national stakeholders in reaching a mutual agreement and validating maturity levels.
The report is then owned and published by the respective government.1 This often
adds up to a year for the completion of a review; however, this process increases the
quality of the assessment as there has been mutual input and agreement. This process
results in capacity being gauged for the nations in the sample over a small window of
several years, rather than at the same point in time for all the nations.
Consultation and collaboration with international experts and stakeholders have
resulted in the establishment of an assemblage of centres that has lead deployment of
the CMM in their respective regions. This includes the Oceania Cyber Security Centre
(OCSC), Melbourne, funded by the State Government of Victoria, and the Cybersecurity
Capacity Centre for Southern Africa (C3SA), funded by an alliance of the UK government
and the Norwegian Ministry of Foreign Aﬀairs.
The ﬁrst reviews of nations using the Oxford CMM were begun in 2015 (GCSCC 2019, 2).
However, it was not until 2020 that the project had completed a suﬃcient number of
reviews to undertake a strong empirical study of the impact of diﬀerent levels of
capacity-building. By 2020, CMM reviews had been conducted in over 70 nations
across all regions of the world. In most countries, a review team from the university
visited the country to conduct a set of interviews and modiﬁed focus groups involving
multiple stakeholders from government, business and industry, and civil society. Each
of these groups assembled diﬀerent sets of stakeholders who were asked to describe
the status of developments across selected dimensions of the model. Together, the
groups informed the team on the status of all aspects of the CMM.
In some nations across Latin America and the Caribbean, a review based on the same
CMM was conducted by the Organization of American States, in collaboration with Oxford
University but through an online self-administered questionnaire which was an adapted
version of the CMM. At the initial stage of these reviews in the region, given it was a new
tool, this was coupled with in-country workshops to explain the CMM in a sample grouping of OAS member states (delivered in both English and Spanish).
To capture levels of maturity across such a wide range of elements, interviews and
modiﬁed-focus groups sought to elicit indications of maturity of over ﬁfty aspects of multiple factors across the ﬁve dimensions of cybersecurity capacity-building (Table 2).
GCSCC and OAS reviews of cybersecurity capacity-building across these ﬁve dimensions
of the CMM have enabled this research to gauge the maturity level of each of these
dimensions in 73 nations when the national CMM reviews were conducted.

A framework for the empirical analysis of cybersecurity capacity
Using surrogate indicators of capacity-building, Dutton et al. (2019) found evidence of
capacity-building having an independent and positive impact on the end-user’s
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Figure 1. Theoretical framework. Adapted from Dutton et al. (2019).

experience, including positive impacts on overall utilisation of the internet, controlling for
key variables such as the wealth of nations. In that analysis, a model was used that considered societal and structural forces as part of the overall ecosystem that impacts the
experiences of cybersecurity threats by end-users. That study found evidence of a positive
role for capacity-building over a wider number of end-users’ experiences. (Figure 1).
In this current analysis, for the ﬁrst time, we use the GCSCC CMM ﬁeld-based indicators
along with the external secondary data to provide an empirical analysis of the impacts of
capacity-building on ICT usage across sectors of users. The central question is whether
indicators of cybersecurity capacity, derived from ﬁeld research in 73 nations, will have
a direct and positive impact on the utilisation of ICTs when controlling for key antecedent
and moderating variables.
The key antecedents are size, wealth, scale and centrality of internet-use in the
country.2 The size of a nation is its overall population, and its wealth is indicated by
GDP per capita. These factors are shown in the model to impact the scale and centrality
of internet use. Scale is the number of internet users in a nation and centrality is the percentage of the population using the internet. The higher the centrality, the more likely the
internet can be used for more signiﬁcant activities, such as banking or shopping. A higher
scale of internet use does not necessarily translate into greater centrality – the number of
internet users in a nation does not mean that a larger percentage of the population use
the internet. Larger nations will have more internet users (scale), and wealthier nations
will be expected to have larger proportions of internet users (centrality). When controlling
for size, wealth, scale and centrality, will capacity have a positive and signiﬁcant impact on
patterns of internet use and impact?

Comparative data collection
The present analysis is based on cross-sectional data collected from capacity reviews conducted in 73 nations, all reviewed based on the CMM. As explained above, the CMM framework gauges the maturity of a country in relation to its cybersecurity capacity across
ﬁve diﬀerent dimensions (Table 2). Each dimension consists of diﬀerent factors, and each
factor has multiple ‘aspects’ which are the most granular units for which maturity is
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calibrated by a set of direct indicators of cybersecurity capacity. According to the increasing maturity scale in GCSCC (2016), these ﬁve maturity stages are: (1) start-up, (2) formative, (3) established, (4) strategic and (5) dynamic. The maturity stage of each aspect is
characterised by diﬀerent indicators of capacity, but the indicators of maturity at each
maturity stage follow a common deﬁnition across aspects allowing for their comparison
(GCSCC 2016, 7). This paper considers each aspect as an ordinal variable that can take a
value between 1 and 5.
As noted above and described in Creese et al. (2021), two diﬀerent approaches to data
collection were used to gauge the national cybersecurity capacity maturity of all aspects
in the CMM. The main approach involved ﬁeld research and the second was based on
questionnaires.

Field research through modiﬁed-focus groups and interviews
The ﬁeld research approach was based on the GCSCC team conducting selected in-depth
interviews and employing modiﬁed-focus groups using mixed methods to assess maturity
stages for each aspect based on qualitative coding (Williams 2003; Knodel 1993; Krueger
and Casey 2014). The GCSCC team sought to open discussion and gain information about
each dimension of cybersecurity capacity from multiple groups of stakeholders. Rather
than trying to generate an overly wide range of answers, the groups were selected and
moderated to focus on information that would enable them to determine the best
rating for each aspect of the CMM model.
This process involved a review team from Oxford (or a partner institution)3 travelling to
each country to conduct about ten modiﬁed-focus group sessions with representatives of
national stakeholder clusters (see Box 1).4 These representatives were identiﬁed before
the ﬁeld visit and clustered into modiﬁed focus group sessions based on their expertise
in each dimension of the CMM.
Box 1.

Stakeholder clusters participating in the modiﬁed-focus groups.

Academia, civil society groups, and internet governance; Criminal justice and law enforcement; Cyber task force or
representatives responsible for developing cybersecurity strategy; Cybersecurity incident response teams (CSIRT);
Defence and intelligence community; Government ministries; Information technology leaders from government and
the private sector; International partners; Legislators and other policy owners, such as appointed experts; Private
sector and business; Representatives of critical national infrastructures

Each session of stakeholders focused on one or two dimensions of the model. Sessions
were recorded, with the consent of all participants, and used solely to write the review.5
For more details on the sessions, see Creese et al. (2021). Across all 10 modiﬁed focus
groups, indicators tied to over 50 aspects of all the factors related to the 5 dimensions
were covered. The evidence provided in the diﬀerent sessions was triangulated with a
separate desk research phase. The resulting maturity stages are used as data in the
present research analysis.

Online tool administered by the Organization for American States
The GCSCC at Oxford University collaborated with the Organization of American States
(OAS) and the Inter-American Development Bank (IDB) to develop measurements that
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could be administered online. These were based on the CMM and adapted to ﬁt the
speciﬁc regional context and concerns in the Latin American and Caribbean countries.
The online tool provided questions to be completed by OAS member states, asking
their national point of contact in each country to distribute the survey to relevant national
experts with the knowledge to provide the most reliable information about cybersecurity
in the country, such as references in support of their response (including links to websites
and documents). Multiple experts and knowledgeable oﬃcials in each country participated, but the questionnaire was a fact-ﬁnding questionnaire rather than a sample
survey of opinion. The OAS team reviewed the responses that were collected and used
domain experts to research and complete any uncertain or missing values from the
data provided. The generated scores were then sent to each member state for further validation, and the results were published by the IDB and OAS and used for analysis of cybersecurity preparedness (IDB 2020).

Combined data set
Before combining the data from IDB (2020) with the GCSCC dataset, the research team at
GCSCC looked for anomalies that might be attributed to the diﬀerent methodological
approaches or the process followed in particular national studies. This led to the identiﬁcation of only one nation as an outlier. In that nation, outlying scores on maturity levels
could not be validated by additional interviews and documentation, leading observations
for this country to be removed from the cross-national data set. With that one exception,
there was remarkable coherence, such as that based on the analysis of inter-item
reliability and construct validity across the nations in the sample. The clear and reliable
patterns indicated that the data from the two methods (42 countries reviewed once by
the GCSCC during the period 2015–2020 and 31 countries surveyed by OAS and IDB,
2020) could be validly combined.
Table 3 describes the 73 countries in the study’s sample by region and income classiﬁcation, as deﬁned by the World Bank (2019) during the year of each nation’s CMM review.

Creating maturity scores for each level of analysis for a national score
This analysis used multivariate approaches to determine whether each aspect in a given
factor was suﬃciently correlated with other aspects to reliably be combined. With a few
rare exceptions, the aspect scores within each factor were correlated at a suﬃciently high
level to justify combining them into a single average for each factor. Given reliable scales
Table 3. Description of the 73 countries in the sample.
Region

Obs.

Sub-Saharan Africa
Middle East and North Africa
Europe and Central Asia
South Asia
East Asia and Paciﬁc
Latin America and the Caribbeana
Total
a
Collected by the Organization of American States,

15
Low and Lower-Medium
1
Low: 8
14
Lower-Medium: 21
3
Upper-Medium
9
High
31
73
Total
based on the GCSCC’s CMM.

Income

Obs.
29
33
11
73
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for each factor, we then analysed all factors by their respective dimension. Again, the
factors were highly correlated with other factors in their respective dimension of the
CMM. This justiﬁed combining the factors to create an average maturity score for each
dimension. Averages were used rather than other measures, such as the minimum maturity stage for each dimension, in order not to lose meaningful variance in maturity levels –
variance that would be lost in rounding to a whole number representing the judged
maturity level.
Following the aspect-factor-dimension hierarchy of our data, we then created an
average score across all ﬁve dimensions, given they were also suﬃciently correlated to
create a reliable single indicator of a nation’s nationally weighted average maturity
stage (Table 4). The average maturity stage based on all ﬁve dimensions thus led to a
single metric to represent a nation’s capacity – the Cybersecurity Capacity Scale (CCS).
This CCS is the variable that we use as a summary indicator of each nation’s overall
level of cybersecurity capacity.
To test the external validity of this single CSS indicator, the relationships between CCS
and other alternative indicators of national cybersecurity were analysed. As Table 5 shows,
there was a positive and signiﬁcant correlation with other reputable measures of cybersecurity: the Global Cybersecurity Index from ITU, the Networked Readiness Index from
WEF, and the number of secure servers from Netcraft.6 These correlations support the
external validity of our scale of cybersecurity capacity – CCS.

The distribution of cybersecurity maturity
A guiding question of our comparative research was whether nations were developing
strong cybersecurity capacity. The distribution of maturity scores suggests that much
work remains to be done across all the nations studied. Figure 2 represents the distribution of CCS with its histogram. The countries in the sample have a low average score
(1.67), indicating that these nations have a maturity stage below formative in the
average of all the cybersecurity dimensions included in the CMM. As the histogram
shows, 58 countries (almost 80% of the sample) have a CCS value below 2 (this is a formative maturity stage). However, there is variability across nations as the minimum and
maximum observations range between the maturity stages ‘start-up’ (1.03) and slightly
above ‘established’ (3.28). In summary, most nations were below a formative stage of
capacity development.

A digital divide in capacity-building
CCS maturity levels were analysed using a scatter plot that examined the relationship
between wealth, measured by GDP per capita, and CCS. The ﬁgure shows both the
Table 4. Pearson’s correlation coeﬃcients between the CMM dimensions.
Dimensions

D1

D2

D3

D4

D5

D1 Policy and strategy
D2 Culture and society
D3 Knowledge-building
D4 Legal and regulatory
D5 Technology
All coeﬃcients p < 0.001.

1.00
0.83
0.77
0.78
0.85

–
1.00
0.84
0.88
0.81

–
–
1.00
0.78
0.75

–
–
–
1.00
0.79

–
–
–
–
1.00
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Table 5. Pearson’s correlation coeﬃcients between CCS and alternative indicators.
Indicators
Global Cybersecurity Index (ITU)
Networked Readiness Index (WEF)
Number of secure servers, log (Netcraft)
***p < 0.001.

CCS

Countries n

0.67***
0.80***
0.82***

72
58
72

relatively low levels of maturity across all nations, as discussed above, but also a relationship of CCS with wealth. There is a clear digital divide in capacity-building where economic resources shape cybersecurity capacity in ways that might reinforce the
advantages of wealthier nations. However, it appears that wealth alone was not a sole
determinant, as there is a wide range of CCS development in the mid GDP per capita
level. This might demonstrate, as Calderaro and Craig (2020) found, that other factors,
such as scientiﬁc development and educational eﬀorts, are inﬂuencing CCS development.
However, in contrast to our ﬁndings, Makridis and Smeets (2019) did not ﬁnd a signiﬁcant relationship between the wealth of nations, an aspect of what they called ‘institutional capacity’, and cyber readiness, which they used as an indicator of cybersecurity
capacity. The relationship between wealth and capacity-building found in this study
could be a consequence of our use of diﬀerent indicators, or of using path analysis
that captures direct and indirect eﬀects of wealth on the centrality of internet use.
Given our sample size, we also use a minimal number of variables, eliminating those
that are essentially redundant to (i.e. highly correlated with) our strongest variables,
such as wealth, as a means to reduce any issues of collinearity. Makridis and Smeets
(2019) were also focused on shifts in readiness over time periods rather than its absolute
level at a speciﬁc point in time, which could also explain the fact that wealth did not

Figure 2. Histogram of CCS. The 73 observations in the sample were divided into eight bins with a
width of 0.28 units of the variable CCS.
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clearly explain changes in readiness. That said, we are conﬁdent in the robustness of our
analysis linking wealth with levels of capacity-building (Figure 3).

The empirical ﬁt with the theoretical framework
The theoretical framework described in Figure 1 conceptualises the important determinants of cybersecurity capacity to be size and wealth of a country, the scale of the national
cyberspace infrastructure, and the centrality of this infrastructure. We use the variables
GDP per capita (wealth), total population (size), number of internet users (scale), and
percentage of internet users (centrality) as proxies of these determinants. Three of
these variables (size, wealth and scale) are highly skewed as the country sample includes
many low-income nations. To correct for potential error, we used the natural logarithm of
these three variables.
The outcomes of the model focus on the impact of cybersecurity capacity. For these
outcomes, we consider three indicators of ICT adoption and usage by the private
sector (NRI: business usage), government (NRI: government usage), and individuals
(NRI: individual usage). Employing the Network Readiness Usage Indexes7, privatesector online usage includes ‘ﬁrms with a Web site’, ‘ease of doing business’, ‘professionals, technicians and associate professions’, ‘business use of digital tools’ and
‘R&D expenditure by business’. Governmental usage includes indicators: ‘government
online services’, ‘publication and use of open data’, ‘government promotion of investment
in emerging technologies’ and ‘R&D expenditure by governments and higher education’
(ITU 2019). Individual use includes ‘number of internet users’,8 ‘active mobile-broadband
subscriptions’9, ‘use of virtual social networks’10, ‘tertiary enrolment’, ‘adult literacy rate’
and ‘ICT skills’ (Dutta and Lanvin 2020, 202)11. Finally, we consider voice and accountability from the World Bank GovData360 (WB, 2020b) to capture the citizens’ perception of

Figure 3. Scatter plot relating CCS and GDP per capita.
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freedom as another relevant experience of end-users. Table 6 describes all the variables
used in this empirical analysis.

Data Analysis methods
We used complementary approaches to the quantitative analyses to determine the ﬁt of
our data with the hypothesised framework in Figure 1. The ﬁrst was multivariate linear
regressions to determine whether the CCS had a direct relationship with outcomes, controlling for possible moderating variables. The second was the testing of path models for
each of our dependent outcome variables to more fully capture the dynamics of any
relationship between CCS and its outcomes.

Linear regressions
The ﬁrst method employed is Ordinal Least Square (OLS) regressions with heteroscedasticity-robust standard errors. An OLS regression takes the form (1) and estimates the
dependent variable (yi ) for each observation i as a linear function of J independent variables (x ji ), each one with its corresponding coeﬃcient (bj ) and an additive error (ui ).
Coeﬃcients bj correspond to the marginal eﬀect of each independent variable. When
Table 6. Variable deﬁnitions and descriptive statistics.
Variable
CCS

Wealth

Centrality
Scale

NRI: business
usage
NRI:
government
usage
NRI: individual
usage
Size
Voice and
accountability

Deﬁnition

N

Mean (S.Dv.)

Min

Max

Weighted mean of the maturity stage of
all aspects in the CMM, following the
aspect/factor/dimension hierarchy;
values between 1 and 5 (GSCC and
IDB and OAS 2016)
Natural logarithm of the Gross Domestic
Product divided by population;
constant 2010 US dollars (WB and
OECD)
Percentage of population that has used
the internet in the last three months
(ITU)
Natural logarithm of the number of
internet-users; internet-users
calculated with internet-users and total
population
Index number measuring the business
usage pillar of the Networked
Readiness Index (NRI); values between
1 and 7 (WEF)
Index number measuring the
government usage pillar of the NRI;
values between 1 and 7 (WEF)
Index number measuring the individual
usage pillar of the NRI; values
between 1 and 7 (WEF)
Natural logarithm of the number of
residents in a county regardless of
legal status or citizenship (UN)
Citizens’ perceptions of their
participation in ‘selecting their
government, freedom of expression,
freedom of association, and freedom
of media’

73

1.67 (0.48)

1.03

3.28

Data source

73

8.42 (1.11)

6.00

11.28

Own calculus with
data from WB
(2020a)9

73

48.59 (23.62)

4.71

98.26

WB (2020a)10

73

14.34 (2.11)

9.73

18.65

Own calculus with
data from WB
(2020a)

58

3.56 (0.58)

2.60

6.13

WEF (2019)11

58

3.62 (0.68)

2.24

5.20

WEF (2019)

58

3.54 (1.25)

1.62

6.60

WEF (2019)

73

15.23 (2.13)

10.85

19.37

73

0.23 (0.61)

−1.14

1.62

Own calculus

Own calculus,
WB (2020a)
WB (2020b)
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we consider the natural logarithm of an independent variable, the interpretation of coeﬃcient bj corresponds to the change in E[y|x] as a proportionate change in x ji (see, e.g.,
Cameron and Trivedi 2010, 85).
yi = b1 x1i + b2 x2i + · · · + bJ xJi + ui

(1)

To estimate the model through OLS regressions, we need to divide the model into two
parts and estimate separately the determinants of cybersecurity capacity, where CCS is
the dependent variable, and the impact of cybersecurity capacity on its outcomes,
where CCS is an independent variable.

Path analyses
In the second approach, we used path analysis to take account of the more complete
model of multivariate relationships. For this, we used structural equation modelling as
a method to incorporate latent variables and test the larger theoretical model, techniques
that move beyond the limitations of traditional OLS models. This is a method that is
growing in use in many ﬁelds, such as information systems research, as it allows for a
more robust analysis of complex systems (Henseler, Hubona and Ray 2016). We use the
consistent partial least squares (PLSc) as it provides additional levels of correction to estimate the path coeﬃcients for endogenous latent variables and to correct for attenuation
(Dijkstra and Hensler 2015). As stated by Dijkstra and Hensler (2015), ‘for every pair of
latent variable scores ñi and ñj , the consistent correlation cor(ñi , ñj ) is calculated as
follows:’
cor(ñi , ñj )
cor(ni , nj ) = 
rA (ñi rA (ñj )

Results of the analyses
OLS regressions
Table 7 displays the estimations of the ﬁrst part of the model on determining cybersecurity capacity. Variables are entered one by one in the regression, through columns (1) to (3),
and the three variables together explain 68% of the variance of CCS. The results show that,
given the sample of countries, all the variables in the model have a positive impact on
CCS, although the signiﬁcance of centrality is too low to interpret its coeﬃcient. This is
probably driven by the strong correlation between this variable and wealth (0.86 Pearson’s correlation coeﬃcient, level of signiﬁcance below 0.001). Wealth has the largest
coeﬃcient of the variables related to CCS. The model estimates that, all things being
equal, a 1% increment in wealth would increase CCS by 0.22 units. The size of this increment is quite important considering that CCS is the average maturity stage of the ﬁve
dimensions of the CMM. Similarly, ceteris paribus, a 1% increment in scale would increase
CCS by 0.11 units.
Table 8 displays the estimations of the second part of the model that shifts to explaining the impact of CCS on four diﬀerent outcomes. As the CCS includes smaller and poorer
countries that are not covered by some of the NRI measures there was a lower count, yet
we were able to include countries that are often overlooked in other studies.
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Table 7. OLS regressions to explain CCS.
(1)
Scale

(2)

(3)

0.11***
(0.01)

0.11***
(0.02)

Centrality

0.00+
(0.00)

Wealth

0.29***
(0.05)
−0.78
(0.40)
73
0.44

Constant

N
R2
Robust standard errors in parentheses
*p < 0.05, **p < 0.01, ***p < 0.001.

0.29***
(0.04)

0.22***
(0.06)

−2.36***
(0.40)
73
0.68

−1.93***
(0.53)
73
0.68

Columns (1), (2) and (3) estimate the impact of CCS on a higher ICT usage in three
sectors: individual internet users, the private sector and the public sector. CCS has a signiﬁcant positive impact on each of these three dependent variables. Ceteris paribus, we
would expect NRI: individual usage and NRI: business usage to increase by 0.60 units
when CCS increases by one unit. The size of this eﬀect is relatively important given
that NRI: individual usage and NRI: business usage are index numbers that can take
values between 1 and 7. The impact of CCS on NRI: government usage is even larger.
For example, consider the country with the lowest value for NRI: government usage
(2.24). For an identical country, but with a value of CCS exactly one unit larger, we
would estimate it to have a value for NRI: government usage around 2.93.
Regarding the other independent and moderating variables, scale does not seem to
have any statistically signiﬁcant impact on the three usage variables; the coeﬃcients of
centrality are more statistically signiﬁcant, but the size of these relationships is so small
that their impacts are moot. Wealth has a positive impact on higher ICT usage by the

Table 8. OLS regressions to explain cybersecurity outcomes.

CCS
Scale

NRI: individual usage
(1)

NRI: business usage
(2)

NRI: government usage
(3)

Voice and account
(4)

0.61**
(0.19)

0.60*
(0.28)

0.69**
(0.26)

0.56**
(0.18)

−0.03
(0.04)

0.02
(0.05)

−0.17***
(0.03)

−0.01*
(0.01)

0.00
(0.01)

−0.01+
(0.00)

−0.03
(0.04)

Centrality

0.03***
(0.01)

Wealth

0.24+
(0.13)

−0.50
(0.95)
N
58
2
0.88
R
Robust standard errors in parentheses
+ p < 0.01, *p < 0.05, **p < 0.01, ***p < 0.001.
Constant

0.37**
(0.13)

0.04
(0.15)

0.58
(0.88)
58
0.53

1.73
(1.15)
58
0.39

0.31***
(0.08)
−0.57
(0.78)
73
0.67
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private sector; ceteris paribus, a 1% increment in wealth increases NRI: business usage by
0.37 units. The model seems to explain particularly well NRI: individual usage, while the Rsquared of the model is low when explaining NRI: business usage and NRI: government
usage.
Finally, the results in column (4) show that the model explains 67% of the variability of
the data on voice and accountability for the countries in the sample. CCS is the variable
with the highest impact; all things being equal, an increment of one unit of CCS is estimated to increase voice and accountability in 0.56 units of a normal standard deviation.
The size of this impact is relatively large considering that the dependent variable ranges
between values −2.5 and 2.5. Wealth has a similar impact. However, the positive impact of
CCS and wealth on voice and accountability is smaller in those countries with a larger
scale, when controlling for CCS and wealth. We can only speculate that as the number
of internet users increases, it is possible that individual users feel less empowered by
the internet – somewhat less able to be heard and make a diﬀerence in politics.

Path analyses
Structural equation modelling, and the speciﬁc instance of path analysis, is often used in
testing more complex models as it helps with interpreting causality (Duncan 1966). To
examine the structure and strength of variable relationships, there are several steps to
check goodness-of-ﬁt and the overall validity of measures (Fornell and Larcker 1981).
The model in Figure 1 was tested under the path analysis, where the determinants of
CCS and its impact can be estimated more globally.

Collinearity and discriminant validity tests
Validity measures were run on all the models to check discriminant validity, collinearity
(VIF) and goodness-of-ﬁt measures. VIF levels of 1.00 would indicate no collinearity and
as the number increases, collinearity increases. Although models may vary in tolerance
of various VIF levels, Craney and Surles (2002) suggest that levels over 5 be treated
with caution and over 10 be rejected. All our VIF measures were below 2.0.
Construct reliability for our multi-variable construct, ‘outcomes: use factors’, had a
Cronbach’s alpha of .840, along with strong loading (see Table 9), indicating high internal
consistency.

Model ﬁt measures
Standardized Root Mean Square Residual (SRMR) is an absolute measure of ﬁt, the lower
the value, the better the ﬁt. A value of zero would indicate a perfect ﬁt. Generally speaking, a value of less than .08 of the saturated model is considered a good ﬁt (Hu and Bentler
1999). Table 10 presents the results of the SSMR goodness-of-ﬁt measures.

Path analysis of ICT use
Internet-use in households, private industry and government are all positively shaped by
higher levels of CCS. There is a strong, positive relationship between CCS and the use
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factors (Figure 4). Wealth also has a strong and direct relationship with use factors, as well
as indirect eﬀects resulting from its positive association with CCS. Interestingly, when controlling for other variables, including wealth and CCS, the scale and centrality of internet
use are negatively related to the vitality of usage factors. This might well indicate greater
importance of CSC in nations where the internet is used on a greater scale and is more
central.

Path analysis of voice and accountability
The CMM deﬁnes law and policy concerning freedom of expression and other human
rights as critical to building cybersecurity capacity. As Figure 5 shows, there is a strong
positive association between CCS and cross-national indicators of citizen perceptions of
having voice and accountability, even when controlling for all the other variables in
the model. This is not inherent in the indicators used, as the elements of voice and
accountability in the CCS are based on law and policy, while the dependent variable is
anchored in citizen perceptions of freedom of speech (Table 6). However, we cannot
know whether law and policy on expression shapes actual freedom of speech, only
citizen perception.
As with respect to the vitality of use, voice is also related directly to the wealth of the
country, but when controlling for other variables, there is a negative relationship between
the scale of internet use and voice. People may feel that they have less voice in countries
with a larger number of internet users – a small ﬁsh in a larger pond. This indicates that
controlling for other variables, such as wealth, voice is lower than expected based on only
the number of internet users as tapped by scale. This is also the case with the centrality of
use, but the relationship between centrality and voice is not statistically signiﬁcant.

Conclusion and discussion
Governments and international organisations are focusing increasing attention on building the capacity of nations to withstand threats to the security of their citizens and their
digital resources. These cybersecurity capacity-building initiatives entail a multidimensional range of actions to address problems, ranging from awareness-raising to technological innovations. Capacity-building at the national level oﬀers the potential to
develop a proactive approach to investing in cybersecurity. However, there are major
questions surrounding the eﬃcacy of measuring cybersecurity capacity and judging its
impact on end-users.
This study was based on ﬁeld research in 73 nations, which collected data across the
multiple dimensions of cybersecurity capacity-building and analysed whether capacitybuilding had an independent eﬀect on internet usage by individuals, governments and
Table 9. Item loadings for model: use outcomes.
Outer loadings: Outcome – use
nri_businusage <- Outcomes
nri_govusage <- Outcomes
nri_indivusage <- Outcomes
***p < 0.001.

Sample mean (M)

STDEV

T Statistics

0.747***
0.659***
0.964***

0.092
0.079
0.039

8.290
8.310
24.750
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Table 10. All models’ goodness-of-ﬁt measures.
Model ﬁt measures SRMR
SRMR Use
SRMR Voice

Saturated model

Estimated model

0.059
0.000

0.098
0.026

business. This enabled our study to use a cross-national comparative approach to understanding the impact of cybersecurity and the factors shaping it with one of the strongest
data sets yet available on this phenomenon. Data focus on the status of cybersecurity
capacity-building, its determinants and consequences. The ﬁndings were fourfold.
First, in describing capacity-building across the 73 nations, it was apparent that the
level of capacity-building in most nations is at the very early stages of development,
what was called a start-up or formative stage in the maturity model on which these
assessments were based. This is critical in that it demonstrates the general need for initiatives to raise capacity, particularly in light of our ﬁndings on its positive impact on usage.
Secondly, we found a digital divide in capacity-building. There is no binary division
between those with and without capacity, but there are incremental diﬀerences in
capacity that are tied to the wealth of nations, as well as the scale and diﬀusion of the
internet. However, wealth, as indicated by GDP per capita, plays a role directly and
indirectly in our analysis, such as in shaping the centrality and scale of internet development. Wealth supports capacity-building but also reaps more beneﬁcial outcomes of the
internet. In such ways, the economic development of nations reinforces inequalities in
capacity-building and its outcomes for nations.
That said, while the wealth of nations reinforces capacity-building and the related
economic and opportunity beneﬁts of internet usage, it is not deterministic of these outcomes. Some nations reach levels of capacity-building that are higher than would be predicted based on their wealth, and others lower. These ﬁndings build on other research,
such as the World Bank development report, that explores the potential digital dividends
that come from reducing the digital divide in access. In addition to improving access to
the internet, there is evidence of a need to improve cybersecurity capacity as it positively
shapes the outcomes of internet use (World Bank 2016). Therefore, national and

Figure 4. Cybersecurity capacity and impact on ICT use factors.
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Figure 5. Cybersecurity capacity and impact on voice and accountability.

international eﬀorts to support cybersecurity capacity-building can complement more
traditional work on diminishing digital divides.
Thirdly, national choices on building capacity have implications for ICT adoption and
usage as well as citizens’ perceptions of freedom and accountability. Even when controlling for antecedent variables that might provide alternative explanations for the vitality of
individual, business and governmental usage of ICTs, such as the wealth of nations, cybersecurity capacity-building had a strong, statistically signiﬁcant and positive eﬀect on
overall use. This was supported by multivariate analyses using simple linear regressions
and more complete path modelling of all the variables in our theoretical model. The patterns of relationships paint a clear case for the value of capacity-building, which might
well be even more critical in nations with a greater centrality and scale of internet use.
Finally, the results of this study reinforce the case that more initiatives are needed to
bolster cybersecurity capacity around the world. Cybersecurity capacity-building needs to
be prioritised by international and national policymakers to address the global cybersecurity gaps identiﬁed in this study. Moreover, local outcomes are not immune to global
problems in cybersecurity. All nations can be jeopardised by any diminished capacity in
other nations.

Directions for research
These ﬁndings provide a basis for several directions for further research. First, it is important
to continue reﬁning indicators of all the dimensions of cybersecurity capacity-building. For
example, the project team has been developing an approach to what we have called ‘structured ﬁeld coding’ to support the replicability and reliability of using multiple indicators from
focus groups, interviews and desk research, and multiple observers in the ﬁeld to establish
the maturity of each aspect of the model (Dutton et al. 2021). This eﬀort can support innovation in comparative research but is critical also to continuing to reﬁne our analysis of the
implications of capacity-building. The reliability and integrity of our ﬁndings are fundamental to the research leading to trusted recommendations on policy and practice.
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Secondly, in reﬁning the model and moving to more structured ﬁeld coding, it is possible to have more granular data at the indicator level. This will enable comparisons on any
given indicator of the maturity model and thereby greatly enrich the range and quality of
the comparisons that can be drawn from our studies.
Thirdly, given the value of our model (Figure 5) in estimating the expected level of
maturity across dimensions, it is possible to locate nations that under- or over-perform
– having less or greater maturity in capacity-building that one would expect based on
the variables in our model. This enables the team to focus on factors observed in the
ﬁeld or in desk research that could explain unusually low or high scores relative to
what would be expected given their environment, scale and centrality of internet use.
These targeted examinations into particular nations could lead to new aspects of and
insights into capacity-building.

Notes
1. Only three nations did not wish their review to be publicly available, although the corresponding data is included in the studied sample respecting their anonymity throughout
this article.
2. Throughout the study, the research team explored a large set of potential control variables.
Some were omitted because they were unrelated to security or end-user experiences, and
others were dropped when they were essentially redundant to key variables included,
such as size and wealth of the nation.
3. To address the increasing demand for CMM reviews, some country reviews were done by strategic partners (the World Bank, the International Telecommunication Union, NRD Cyber
Security, and the Oceania Cyber Security Centre). They follow the same methodology as
the CMM reviews.
4. The conduct of modiﬁed-focus groups often led to the identiﬁcation of particularly wellinformed individuals who were interviewed in more depth.
5. To promote open and unhindered discussion, the Chatham House Rule was used, which led
to non-attribution of some statements. https://www.chathamhouse.org/chatham-house-rule,
accessed on 28 April 2020.
6. The number of secure servers has a diﬀerent scale to CCS (in our sample, the number of secure
servers goes from 5 to 580,292) and a highly skewed distribution given the country sample. To
address these issues, we applied the natural logarithm of the number of secure servers.
7. A full description of the Network Readiness Indicators of usage are available at: https://
networkreadinessindex.org/wp-content/uploads/2020/11/NRI-2020-V8_28-11-2020.pdf
8. This one indicator of individual usage overlaps with our indicator of the scale of internet-use.
However, it is one of a large number of indicators, and tests for any collinearity issues
suggested that this was not an issue.
9. Data available until 2018; we used the most recent value available for missing years.
10. Data available until 2018; we used the most recent value available for missing years. For
Kosovo, we obtained the percentage of internet-users from STIKK and KANTAR (2019).
11. Data available until 2016; we used the most recent value available for missing years.
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